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ABSTRACT

In today’s digital world, the need for secure and efficient document
management systems is paramount. The ever-growing reliance on
digital documents necessitates robust security measures to protect
sensitive information and combat unauthorized access to information.
This led to the aim of this research which is to develop a Digital
Document Management System (DDMS) that leverages fingerprint
signatures for enhanced security and user convenience. The
methodology engages the use of cutting-edge software development
kits and tools which includes Kotlin, PostgreSQL, and some Java
Virtual Machine (JDK) framework. This methodology integrates
fingerprint signature together with Digital Document Management
System. The key features of the system include document encryption,
access control with fingerprint signature, and document storage. The
result reveals a highly secured document management system
immune to security breaches like brute-force attack and credential
impersonation. The Digital Document Management System (DDMS)
secure with fingerprint signature can serve as a solution to many
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documents’ security challenges.

INTRODUCTION

Despite the numerous benefits of
advanced digital document management
systems, security vulnerabilities remain a critical
concern, particularly in the realm of user
authentication. Many organizations still face
challenges in implementing an effective and
secure system for digital document storage and
management. Conventional methods such as
passwords and pins can be forgotten, stolen, or
leaked, vulnerable to breaches through theft,
hacking, or social engineering attacks thereby
compromising the integrity of sensitive
documents. While digital signatures offer some
level of authentication, they can be compromised
through forgery or impersonation if unauthorized
individuals gain access to the signing credentials.
Additionally, the process of manually signing
documents can be both time-consuming and

prone to errors. Therefore, there is a pressing
need for a more robust, reliable, and secure
authentication method that leverages biometric
authentication, specifically fingerprint recognition
for accessing digital document management
systems, to ensure the authenticity and
confidentiality of documents (Yusuf et al, 2020).
The purpose of a digital signature is the
same as that of encryption key but with a higher
level of security, this attributes the signer of the
document to the document and registers a binding
commitment to the document. While some existing
systems already leverage the advantages of using
fingerprint recognition for document management
systems, there are still challenges that need to be
addressed. One of the main issues is the lack of a
comprehensive system that integrates fingerprint
recognition  with  document  management
functionalities. Existing systems either focus
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solely on fingerprint authentication or document
management, but not both. There is a need for a
system that efficiently integrate fingerprint
authentication into DDMS for a secured document
management.

In today's digital age, the need for
efficient and secure document management
systems is more important than ever. Traditional
paper-based document management systems are
not only cumbersome and time-consuming but
also prone to security breaches. With the advent
of computers, centralized computers (servers) and
electronic  document management systems
(EDMS), organizations can now store documents
electronically in the centralized computer. Digital
Document Management Systems (DDMS) have
become indispensable systems in modern
organizations and firms as they offer immersive
benefits such as reduced cost of document
management, streamlined document workflows,
and enhanced collaboration and security. This
system allows for the storage, retrieval, and
management of electronic documents, reducing
the need for physical storage space and
minimizing the risk of document loss or
misplacement.

While DDMS has enhanced security
over traditional document management systems,
among other challenges like Inefficient Document
Workflow, Insufficient Authentication Security,
Insufficient  Authentication Security, Identity-
related Threats, and Compliance and Legal
Concerns, one of the key challenges of digital
document management systems is ensuring
secure and reliable authentication of users and the
documents. Standard security measures that rely
on passwords and pins can be easily forgotten,
stolen, or hacked, leading to potential breaches of
confidentiality and unauthorized access to
sensitive  information.  Document  security
breaches and data leaks pose significant risks to
organizations, and there is a need for an
advanced security layer.

The concerns about the security of
digital documents and the potential for
unauthorized access necessitate the exploration
of advanced authentication methods. It is
essential to provide enhanced authentication

performance to overcome the limitations regarding
accuracy, robustness, and vulnerability to
spoofing attacks for a secure and reliable
authentication system (Vinayagam et al., 2024).
One promising solution is the use of biometric
authentication, specifically fingerprint signatures
(Sudarsono et al, 2017). (Vinayagam et al., 2024)
stated that the most efficient way of identifying and
authenticating individuals centered on unique
biological characteristics, which are distinctive and
appropriate  only to them, is biometric
authentication. Biometric authentication methods
have gained popularity for their accuracy and
convenience. Fingerprint signatures are unique to
each individual and cannot be easily forged,
making them a highly secure method of verifying
the identity of document signatories.

This study aims to develop a digital
document management system that leverages the
strength of the cryptography and convenience of
biometric authentication (fingerprint signature) to
offer enhanced user authentication, protect
against identity-related threats, ensure legal
validity, streamline document workflows, and
establish a comprehensive audit trail for
accountability. Fingerprint recognition offers a
higher level of security, as each individual's
fingerprint is uniqgue and cannot be easily
replicated or stolen. In addition to enhanced
security, a digital document management system
utilizing fingerprint signatures can streamline
workflow processes and improve productivity.
Users can quickly and easily access documents,
track changes, and collaborate with team
members in real time, all while ensuring the
confidentiality ~and integrity of sensitive
information. Overall, this study seeks to explore
the potential benefits of integrating fingerprint
signatures into a digital document management
system and to demonstrate the feasibility and
effectiveness of this technology in enhancing
security and efficiency in document management
practices.

METHODOLOGY
System Architecture

The Digital Document Management
System consists of three main components: the
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client application (front-end), server (back-end),
and database. While the front-end is responsible
for user interactions and interfaces, the back-end
handles the business logic and data processing,
and the database stores that handles all data
related to the system.

Architectural Model

1. Client Application (Front-end): This
component will be used by users to access
the system. This component is made up of
the following smaller modules:
Biometric Module: Integrated fingerprint
scanner for capturing and verifying
fingerprints.
User Interface: This module is for interacting
with the system after successful security
verification. Users will be able to upload,
view, and manage their documents through
the user-friendly interface. The front-end of
the system will be designed using Kotlin for a
desktop app. This will involve developing a
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Figure 1: Use Case Diagram

Fingerprint Enrolment
Fingerprint Capture: Captures fingerprints
for two fingers from a fingerprint reader.

COoran

user-friendly interface  for  document
management and signature capture.

2. Server (Back-end): Central repository for
storing documents and managing user data.
The back-end will be developed using Kotlin
for server-side scripting, which will handle the
authentication and authorization process
using the secured fingerprint signature
technology. This component is made up of
the following smaller modules:

Application Programming Interface (API):
This is the module that governs the
operations of the system. It connects the all
other modules together.

Document Store: This is where the users’
document is stored.

Fingerprint Database: The proposed
fingerprints storage. The database will be
implemented using MySQL to store all user
and document information securely.
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Quality Check: Checks image quality to
ensure that a good quality scan is obtained.
Feature Extraction: Extracts the fingerprint
minutiae.
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Save: Saves the fingerprint minutiae in a
database in text format.

Fingerprint Authentication
Fingerprint Capture: From a fingerprint
reader, capture a fingerprint image of either
of the two enrolled fingers of the user.
Feature Extraction: Extracts the fingerprint
minutiae.
Verification: Compares extracted features
with stored templates to authenticate users,
ensuring high accuracy and security.

Fingerprint and Password Protection:
Password Protection: The password is
encrypted with BCrypt Encryption algorithm.
Fingerprint Protection: Stores fingerprint
templates using AES-256 Encryption
algorithm prevent illegal access.

Secure Storage:

All biometric data is stored in a highly
secure database with restricted access, complying
with data protection regulations.

Document Management:
Upload and Storage: Users can upload
documents, which are then encrypted using

AES-256 encryption and stored in the
document store.

Retrieval: Authenticated users can retrieve
documents via the desktop user interface.

Data Encryption
Encryption key: Encryption key generation is
based on  PBKDF2WithHmacSHA256
algorithm. The algorithm requires a password
text and a salting text. One of the enrolled
fingerprint's text values will be used as the
password and the other as the salting text

AES-256
Encryption: Ensures that all documents are
encrypted during storage and transmission,
providing a high level of security.
SSL/TLS: Secures data transmission
between the client and server, preventing
unauthorized access during communication.

Data Flow Diagram (DFD)

This is a visual representation of data
movement within the proposed system. The DFD
provides a visual representation of data
movement within the system. It highlights how
user inputs (fingerprints and documents) are
processed and stored securely.
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Figure 2: Data Flow Diagram
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RESULTS AND DISCUSSION

Graphical User Interface

This shows the outlook (user Interface)
of the implementation of the proposed system on
a windows desktop device. The user interface
consists of pages exhibiting the functionalities or
procedures for using the system.

Registration Page Design

The registration page will allow new
users to create an account and enrol two of their
fingers for fingerprint authentication. The page has
the following key elements: User Information, Full
Name and Email Address.
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Figure 3: User information

Fingerprint Enrolment

A fingerprint scanner will be integrated
into the registration page. Users will be guided
through the process of scanning and enrolling
their fingerprint with the system. This biometric
data will be securely stored for future
authentication. Once the user information and
fingerprint enrolment are complete, the user can
submit the registration form to create their
account. The system will validate the input data
and generate a unique user ID. The registration
page will provide a seamless onboarding
experience while prioritizing the security of user
accounts and biometric data. Upon successful
registration, the user will receive a confirmation
message and be redirected to the dashboard

page.
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Figure 4: Fingerprint Enrolment (Step 1)

Figure 6: Fingerprint Enrolment (Step 3)

Sign-in Page Design

The sign-in page will allow registered
users to securely access the Digital Document
Management System. This page consists of the
following key elements:
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User Authentication: Users will be prompted to
enter their login credentials, which consist of:
Email Address/Username and Password.
Fingerprint Authentication: In addition to the
traditional username and password, users will
have to authenticate using either of their
registered fingerprints. This biometric login
method will provide an extra layer of security and
convenience.

Error Handling: The sign-in page will provide
clear and helpful error messages if the user enters
invalid credentials or encounters any other issues
during the authentication process. This will help
users troubleshoot and sign in successfully. Upon
successful authentication, the user will be
redirected to the main dashboard of the system,
where they can access the full range of document
management features.
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Figure 7: Sign in Page
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Figure 9: Dashboard Page

Figure 8: Sign in Fingerprint Authentication

Dashboard Page: The dashboard page serves as
the central hub for users to interact with the
system. It provides an overview of the user's
activities and access to the core features. The
dashboard includes the following key elements:
Welcome Message: The dashboard greets the
user with a personalized welcome message that
shows their name.

Document Overview: The dashboard displays
key information about documents own by the user.
Information displayed includes: document name,
upload date and document format.

Quick Actions: The dashboard provides quick
access to the most common user actions,
including uploading a new document, accessing
the document repository and managing user
profile and settings.
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Testing

This phase involves systematic
evaluation of the software to detect defects,
ensure quality, and verify that software meets the
specified requirements and objectives. This
testing is essential to ensure that the system is
reliable, user-friendly, secure, and performs well
under various conditions. Given the critical nature
of the Digital Document Management System and
the sensitive data it handles, thorough software
testing is essential to ensure the system’s
reliability, security, and compliance. The objective
is to ensure that the DDMS meets the defi'ed
requirements and operates effectively in real-
world scenarios.

System security

System security in the Digital Document
Management System with Secured Fingerprint
Signature is paramount to safeguarding sensitive
documents and user information. The integration
of fingerprint authentication in the system adds a
security layer that to give the system a robust
security posture to safeguard sensitive
documents. By implementing robust security
measures, conducting regular assessments, and
adhering to compliance standards, the DDMS
ensures data confidentiality, integrity, and
availability, thereby building trust and reliability
among users and stakeholders.

CONCLUSION

The successful development and
implementation of the Digital Document
Management System Using Secured Fingerprint
Signature has resulted in a comprehensive,
secure, and user-friendly solution for document
management. This research addresses the
growing need for efficient digital document
management while incorporating innovative
biometric security measures to protect sensitive
information. The developed system addresses the
limitations of traditional paper-based systems and
the existing digital solutions with weak security
measures. By leveraging fingerprint
authentication for user access control, document
signing, and potential verification processes, the
research offers a robust and user-friendly solution.

Through a thorough review of the
existing literature, the research team identified key
gaps in the security of digital document
management. The integration of fingerprint
biometrics for user authentication has added a
robust layer to protection in document
management. This is achieved by ensuring that
only authorized personnel can access and
manage the digital documents.

By leveraging the strengths of
PostgreSQL as the underlying database and
adhering to industry best practices, the system
was been designed and implemented with a focus
on data integrity, security, scalability, and
extensibility. The seamless incorporation of this
feature into the document management workflows
has provided a convenient and secure user
experience, addressing the growing concerns
around data privacy and compliance. The
comprehensive testing strategy, including unit
testing, integration testing, and usability
evaluation, has helped ensure the reliability,
functionality, and user-friendliness of the Digital
Document Management System.
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